Cyberlaw : Privacy , Cyber Crime and
Social Media @ the workplace SASSETA- SUMMIT 2013
30th October 2013

Snail Attorneys @ Law

Regulation of Interception of Communications and Provision of
Communication-related Information Act - RICA
The Interception and Monitoring Prohibition Act 127 of 1992 was repealed by the Regulation
of Interception of Communications and Provision of Communication-related Information Act
70 of 2002 (hereafter referred to as RICA).
RICA, the Electronic Communications Act 25 of 2002 and the Promotion of Access to
Information Act 2 of 2000 (PROATIA) generally prohibit the unlawful interception or
monitoring of any data message (Cohen 2001: 2–4).
RICA specifically governs the monitoring and/or interception of transmissions including email. In Section 2 it states that:
“ No person shall Intentionally intercept or attempt to intercept or authorize, or procure
any other person to intercept or to attempt to intercept, at any place in the Republic, any
communication in the course of its occurrence or transmission.”
This is subject to the “ground of justification “ in case of an emergency , serious criminal offence , necessity , if
authorised by interception order and state security .
.

Privacy and Social Media
Sedick & another v Krisray (Pty) Ltd (2011) 8 BLLR 979 (CCMA)
Fredericks v Jo Barkett Fashions [2011] JOL 27923 (CCMA)

Media Workers Association of SA obo Mvemve v Kathorus
Community Radio (2010) 31 ILJ 2217 (CCMA)
Smith v Partners in Sexual Health (non-profit) (2011) 32 ILJ
1470 (CCMA)

Privacy v Right to Freedom of
Expression
• CCMA is prepared to consider what an employee says on his/her
social media profile in determining the substantive fairness of a
dismissal
• Employees who make derogatory, harassing or discriminatory
remarks on social media, do so at their own peril
• Freedom of expression versus privacy
• Freedom of expression does not amount to an unfettered right to
defame others
SOCIAL MEDIA USE, ABUSE AND MISCONDUCT, Lenja Dahms-Jansen(2013) , Paper
presented at Lex-Informatica 2013 –Cyberlaw Conference)

Online ( facebook) defamation
• H v W Court held that defamation could be
done through facebook.
• Respondent was ordered to remove
defamatory posts
• Isparta v Richter court awarded R 40000.00 in
damages for defamatory posts made

Regulation of Interception of Communications and Provision of
Communication-related Information Act - RICA cont.
This means in simple terms that it is unlawful and therefore prohibited to:

[

1.

Intentionally and without the knowledge or permission of the dispatcher to intercept a
communication which has been or is being or is intended to be transmitted by telephone or in any
other manner over a telecommunications line; or

2.

Intentionally monitor any conversations or communications by means of a monitoring device
so as to gather confidential information concerning any person, body or organisation
(Cohen 2001: 2–4).

•

One must note that the attempt is as unlawful as the actual act of actually intercepting and
monitoring a data communication

•

Section 5(1) of RICA provides that any person may authorise or give anyone else “written“
permission to monitor or intercept any data communication unless it is for the purposes of
unlawful conduct.

Modiba (2003: 366) suggests that if the employer in the workplace wants prior written consent to
intercept and monitor communication devices at the workplace he should insist that the employee
sign a document confirming such consent.

South African response to e-commerce –
The Electronic Communications and Transactions Act,
Act 25 0f 2002 cont
• After many years of legal uncertainty, Parliament enacted the
Electronic Communications and Transactions Act, Act 25 of 2002
(ECT) which comprehensively deals with E-commerce as aspects
and Cyber-crimes
• One must however, note section 3 of the ECT (its interpretation
clause) which does not exclude any statutory or common law from
being applied to, recognizing or accommodating electronic
transactions – in other words the common law or other statues in
place wherever applicable is still in force and binding which has the
result that wherever the ECT has not made specific provisions such
law will be applicable.

Cyber Crime
• Section 85 defines ‘unlawful access’ as the actions of a person who, after
taking note of any data, becomes aware of the fact that he or she is not
authorized to access that data and still continues to access that data (S L.
Geredal (2006) 282).

• Section 86(1) provides that, subject to the Interception and Monitoring
Prohibition Act, 1992 (Act 127 of 1992), a person who intentionally
accesses or intercepts any data without authority or permission to do so,
is guilty of an offence.

In the case of R v Douvenga (District Court of the Northern Transvaal, Pretoria, case
no 111/150/2003, 19 August 2003, unreported) the Court had to decide whether an
accused employee GM Douvenga of Rentmeester Assurance Limited (Rentmeester)
was guilty of a contravention of section 86(1) (read with sections 1, 51 and 85) of the
ECT Act.

It was alleged in this case that the accused, on or about 21 January 2003, in or near
Pretoria and in the district of the Northern Transvaal, intentionally and without
permission to do so, gained entry to data which she knew was contained in
confidential databases and/or contravened the provision by sending this data per email to her fiancée (as he then was) to ‘hou’ (keep).
The accused was found guilty of contravening section 86(1) of the ECT Act and
sentenced to a R1 000 fine or imprisonment for a period of three months.
(S L. Geredal (2006) 282).
Hacking has now been entrenched in our law in s86 (1) of the ECT which makes any
unlawful access and interception of data a criminal offence. This also applies to
unauthorized interference with data as contained in s86 (2) of the ECT.

Section 86(2) states that anyone who intentionally and
without authority to do so interferes with data in a way which
causes such data to be modified , destroyed or
otherwise rendered ineffective is guilt of an offence.
Section 86 (4) and 86(3) introduces a new form of crime
known as the anti-cracking (or anti-thwarting) and hacking
law. In terms of Section 86 (3) the provision and, or selling
and, or designing and, or producing of anti-security
circumventing (technology will be a punishable offence. (GJ
Ebersoehn (2003) 16)

In terms of section 86(4) it is requirement to be guilt of this
offence if the offender uses and designs a programme to
overcome copyright protection, with direct intent to
overcome a specific protection data protection programme
(GJ Ebersoehn (2003) 17).

Denial of service (DOS) attacks also popularly known as Disk Operating System
attacks, are attacks that cause a computer system to be inaccessible to
legitimate users.
Section 86(5) states that, “any person who commits any act described in
Section 86 with the intent to interfere with access to an information system
so as to constitute a denial , including a partial denial of services to legitimate
users is guilt of an offence ”.

The act or conduct is fashioned in such a manner that it is widely defined and
consist of any of the action criminalized in Sections 86(1) – Section 86 (4). The
actions include unauthorized access, unauthorized modification or utilizing of
a program or device to overcome security measures. (M Kufa (2008) 20)

Similarly one can deduce that e-mail bombing and spamming is now also a
criminal offence as contained in the wide definition of s86 (5) and s45 of the
ECT respectively.
Section 87 of the ECT also has introduced the Cyber crimes of E-Extortion as
per section 87(1), E-Fraud as section 87(2) and E-Forgery as section 87(2).
Section 87(1) provides an alternative to the common law crime of extortion.
Kufa states that pressure is therefore exerted by threatening to perform any
of the acts criminalized in section 86.

Kufa also criticizes this section as “wet behind the ears“as its common law
equivalent applies to both forms of advantage of a propriety and nonpropriety form. He suggests that this proviso is wanting and will require
redress. (M Kufa (2008) 21)

Legal Aspects impacting on Law enforcement of Cyber crimes
(Procedural aspects of Cyber crimes)
Admissibility and Evidential Weight of data Messages (ECT Act S 15)

•

After much legal uncertainly as to the admissibility of a printout in Court in terms
of the Old Computer Evidence Act, Section 15 of the ECT, now states that the rules
of evidence must not be used to deny admissibility of data messages on grounds
that it’s not in original form. A data message made in the ordinary course of
business, or a printout correctly certified to be correct is admissible evidence. It
constitutes rebuttable proof of its contents when it is produced in the form of a
print-out.[1]

•

The Act now states that Data messages shall be admissible giving due regard to
reliability of manner of storage, generation and communication, reliability of
admission manner of maintenance of message, manner in which originator is
identified, and any other relevant factor. In other words the Act creates a
rebuttable presumption of that data messages and or printouts thereof are
admissible in evidence.[2]

[1] Also see the case of S B Jafta v Ezemvelo KZN Wildlife ( Case D204/07 ) where a e-mail used to accept an
employment contract was regarded as conclusive proof that the said employment had been accepted.
[2] also see the controversial case of S v Motata where electronic information ( data in the form of images and sound)
from cell phone was admitted into evidence in a trial within a trial ( the case has yet to be concluded )

•The Act now states that Data messages shall be admissible giving due regard to reliability of
manner of storage, generation and communication, reliability of admission manner of
maintenance of message, manner in which originator is identified, and any other relevant factor.
Section 15(4) of the ECT Act provides that data message made by a person in the ordinary
course of business, or a certified copy, printout or extract from such data message “is on its
mere production in any civil, criminal, administrative or disciplinary proceedings under any law
or the common law, admissible in evidence against any person and rebuttable proof of the
facts contained in such record, copy, printout or extract.”
•The copy, printout or extract is to be certified to be correct by an officer in the service of the
person making the data message. In other words the Act creates a rebuttable presumption of
that data messages and or printouts thereof are admissible in evidence. (See also the
controversial case of S v Motata Johannesburg District Court case number 63/968/07
(unreported) at 622, where electronic information (data in the form of images and sound) from
a cellphone was admitted into evidence in a trial within a trial )).
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