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Part 1: Council of Europe response to cybercrime 

 

Title 1 – Offences against the confidentiality, integrity 
and availability of computer data and systems 

 

Article 2 – Illegal access 
 
Each Party shall adopt such legislative and other measures as may be necessary to establish as criminal 
offences under its domestic law, when committed intentionally, the access to the whole or any part of a 
computer system without right. A Party may require that the offence be committed by infringing security 
measures, with the intent of obtaining computer data or other dishonest intent, or in relation to a computer 
system that is connected to another computer system. 
 

Article 3 – Illegal interception 
 
Each Party shall adopt such legislative and other measures as may be necessary to establish as criminal 
offences under its domestic law, when committed intentionally, the interception without right, made by 
technical means, of non-public transmissions of computer data to, from or within a computer system, 
including electromagnetic emissions from a computer system carrying such computer data. A Party may 
require that the offence be committed with dishonest intent, or in relation to a computer system that is 
connected to another computer system. 

 



Part 1: Council of Europe response to cybercrime cont. 

Article 4 – Data interference 
 
1    Each Party shall adopt such legislative and other measures as may be necessary to establish 
as criminal offences under its domestic law, when committed intentionally, the damaging, 
deletion, deterioration, alteration or suppression of computer data without right. 
 
2 A Party may reserve the right to require that the conduct described in paragraph 1 result in 

serious harm. 
 
Article 5 – System interference 
 
Each Party shall adopt such legislative and other measures as may be necessary to establish as 
criminal offences under its domestic law, when committed intentionally, the serious hindering 
without right of the functioning of a computer system by inputting, transmitting, damaging, 
deleting, deteriorating, altering or suppressing computer data. 
 



Article 6 – Misuse of devices 
 
1    Each Party shall adopt such legislative and other measures as may be necessary to establish as criminal 

offences under its domestic law, when committed intentionally and without right: 
 
a     the production, sale, procurement for use, import, distribution or otherwise making available of: 
 
i    a device, including a computer program, designed or adapted primarily for the purpose of committing any 

of the offences established in accordance with Articles 2 through 5; 
 
ii    a computer password, access code, or similar data by which the whole or any part of a computer system 

is capable of being accessed, 
 
       with intent that it be used for the purpose of committing any of the offences established in Articles 2 

through 5; and 
 
b     the possession of an item referred to in paragraphs a.i or ii above, with intent that it be used for the 

purpose of committing any of the offences established in Articles 2 through 5. A Party may require by 
law that a number of such items be possessed before criminal liability attaches. 

Part 1: Council of Europe response to cybercrime cont. 



 

 

Title 2 – Computer-related offences 
 

Article 7 – Computer-related forgery 

 

Each Party shall adopt such legislative and other measures as may be necessary to establish as 

criminal offences under its domestic law, when committed intentionally and without right, the input, 

alteration, deletion, or suppression of computer data, resulting in inauthentic data with the intent 

that it be considered or acted upon for legal purposes as if it were authentic, regardless whether or 

not the data is directly readable and intelligible. A Party may require an intent to defraud, or similar 

dishonest intent, before criminal liability attaches. 

 

Article 8 – Computer-related fraud 

 

Each Party shall adopt such legislative and other measures as may be necessary to establish as 

criminal offences under its domestic law, when committed intentionally and without right, the 

causing of a loss of property to another person by: 

a     any input, alteration, deletion or suppression of computer data, 

b     any interference with the functioning of a computer system, 

with fraudulent or dishonest intent of procuring, without right, an economic benefit for oneself or for 

another person. 

Part 1: Council of Europe response to cybercrime cont. 



Part 1: Council of Europe response to cybercrime cont. 

Title 3 – Content-related offences 
 
Article 9 – Offences related to child pornography 
 
1    Each Party shall adopt such legislative and other measures as may be necessary to establish as criminal offences 
under its domestic law, when committed intentionally and without right, the following conduct: 
 
a     producing child pornography for the purpose of its distribution through a computer system; 
b     offering or making available child pornography through a computer system; 
c     distributing or transmitting child pornography through a computer system; 
d     procuring child pornography through a computer system for oneself or for another person; 
e     possessing child pornography in a computer system or on a computer-data storage medium. 
 
2    For the purpose of paragraph 1 above, the term "child pornography" shall include pornographic material that 
visually depicts: 
 
a     a minor engaged in sexually explicit conduct; 
b     a person appearing to be a minor engaged in sexually explicit conduct; 
c     realistic images representing a minor engaged in sexually explicit conduct. 
 
3 For the purpose of paragraph 2 above, the term "minor" shall include all persons under 18 years of age. A Party 

may,  however, require a lower age-limit, which shall be not less than 16 years. 
 
4 Each Party may reserve the right not to apply, in whole or in part, paragraphs 1, sub-paragraphs d. and e, and 2, 

sub-paragraphs b. and c. 



Part 1: Council of Europe response to cybercrime cont. 

Title 4 – Offences related to infringements of copyright and related rights 
 
Article 10 – Offences related to infringements of copyright and related rights 
 
1    Each Party shall adopt such legislative and other measures as may be necessary to 
establish as criminal offences under its domestic law the infringement of copyright, as defined 
under the law of that Party, pursuant to the obligations it has undertaken under the Paris Act 
of 24 July 1971 revising the Bern Convention for the Protection of Literary and Artistic Works, 
the Agreement on Trade-Related Aspects of Intellectual Property Rights and the WIPO  
Copyright Treaty, with the exception of any moral rights conferred by such conventions, where 
such acts are committed wilfully, on a commercial scale and by means of a computer system. 
 
3    A Party may reserve the right not to impose criminal liability under paragraphs 1 and 2 of 
this article in limited circumstances, provided that other effective remedies are available and 
that such reservation does not derogate from the Party’s international obligations set forth in 
the international instruments referred to in paragraphs 1 and 2 of this article. 



Title 5 – Ancillary liability and sanctions 
 
Article 11 – Attempt and aiding or abetting 
 
1    Each Party shall adopt such legislative and other measures as may be necessary to establish        
as criminal offences under its domestic law, when committed intentionally, aiding or abetting 
the commission of any of the offences established in accordance with Articles 2 through 10 of 
the present Convention with intent that such offence be committed. 
 
Article 12 – Corporate liability 
 
1    Each Party shall adopt such legislative and other measures as may be necessary to ensure 
that legal persons can be held liable for a criminal offence established in accordance with this 
Convention, committed for their benefit by any natural person, acting either individually or as 
part of an organ of the legal person, who has a leading position within it, based on: 
 
a     a power of representation of the legal person; 
b     an authority to take decisions on behalf of the legal person; 
c     an authority to exercise control within the legal person. 



 
 Lessons learnt from Counsel of Europe Convention on Cybercrime 

and the AU Convention  

 Counsel of Europe  Convention on Cyber Crime  
 
 The Council of Europe’s Convention on Cyber crime (November 2001) which South Africa 

has signed but did not ratify the Convention has influenced the drafting.  Under the 
convention, member states are obliged to:  

 
• criminalise the illegal access to computer system,  
• illegal interception of data to a computer system,  
• interfering with computer system without right, intentional interference with computer data 

without right,  
• use of inauthentic data with intend to put it across as authentic (data forgery),  
• infringement of copyright related rights online,  
• interference with data or functioning of computer system,  
• child pornography related offences (possession/distribution/procuring/producing of child 

pornography). 
• The Convention’s broad coverage of offences has drawn extensive criticism. Critics argue 

that it should limit itself to protecting the global information infrastructure by criminalizing 
“pure” cyber crimes. Fraud and forgery, they argue, are already covered in existing 
international agreements and should not be included in the Convention as “computer-
related fraud” and “computer-related forgery.”[1]  

•  
([1] Convention on Cybercrime: “Themes and Critiques” By Calvert Jones, Berkeley 
University http://www.cyberlawenforcement.com/ ) 

http://www.cyberlawenforcement.com/


Part Two : African responses to cyberlaw   



  
 

Economic Community of West African States 
(ECOWAS) 

 
The Supplementary Act on Cyber Crime 

 
DIRECTIVE CIDIR. 1/08/11 ON FIGHTING CYBER 

CRIMEWITHIN ECOWAS 
 

In 2009 ECOWAS adopted the Directive  
on Fighting Cybercrime in ECOWAS  
that provides a legal framework for  

the member states 
 

Focus more on Cyber Crime , Search and 
Procedure and Data Protection 

 
 
 



EAC LEGAL FRAMEWORK FOR CYBERLAWS 
EAC 1 and EAC 2 

  Legal Framework and Recommendations  
 

Electronic transactions and Issues of validity 
  
Electronic Evidence  
 
 Electronic signatures and authentication  
 
 Computer crime  
 
 *Substantive offences  
 *Criminal procedure  
 
 Consumer protection  
 
 Data protection and privacy 



* LEGAL RECOGNITION OF ELECTRONIC COMMUNICATIONS and LEGAL 
EFFECT OF ELECTRONIC COMMUNICATIONS  
 
* TIME AND PLACE OF DISPATCH AND RECEIPT OF ELECTRONIC  
COMMUNICATIONS  
 
* THE PROTECTION OF ONLINE CONSUMERS  
 
•EVIDENTIARY ISSUES AND VALUES OF ELECTRONIC EVIDENCE  
 
• SUBSTANTIVE AND PROCEDURAL RULES on CYBER CRIMES 
ENFORCEMENT AND PROSECUTION  
 
* ONLINE MARKETING  
 
* INTERMEDIARIES  
 
 

SADC E-COMMERCE and Cyber Crime 
 MODEL LAW (2012 /2013)  



The Draft African Union Convention on the Establishment of a Credible Legal 
Framework for Cyber Security in Africa (version -1/01.2011)  

 

•Article III – 1 – 1: Laws against cyber crime  
Each Member State shall adopt such legislative measures as it deems effective 
to set up material criminal offenses as acts which affect the confidentiality, 
integrity, availability and survivability of ICT systems and related infrastructure 
networks; as well as effective procedural measures for the arrest and 
prosecution of offenders. Member States shall take into account the approved 
language choice in international cyber crime legislation models such as the 
language choice adopted by the Council of Europe and the Commonwealth of 
Nations where necessary.  
 



 
The Draft African Union Convention on the Establishment of a Credible Legal 

Framework for Cyber Security in Africa (version -1/01.2011) (cont.)  

• “Article III – 1 – 5: Harmonization “  

      Each Member State shall ensure that the legislative measures adopted in 
respect of substantive and procedural provisions on cyber crime reflect 
international best practices and integrate the minimum standards contained in 
extant legislations in the region at large so as to enhance the possibility of 
regional harmonization of the said legal measures.  

 

• “Article III – 1 – 19: Harmonization”  

• Each Member State shall ensure that the legislative measures adopted in 
respect of material and procedural provisions on cyber security reflect 
international best practices and integrate the minimum standards contained in 
extant legislations in the region at large so as to enhance the possibility of 
regional harmonization of the said legal measures.”  

 



 
 

The Draft African Union Convention on the Establishment of a Credible Legal 
Framework for Cyber Security in Africa (version -1/01.2011) (cont.)  

 
 
The convention differentiates and proposes amendment to existing law 
with regards to :  
 
•Attack on computer systems  
•Procedural Law  
•Attack on computerized data  
•Content related offenses  
•Proposes adapting certain sanctions to the Information and 
Communication Technologies  
•Offenses relating to electronic message security measures  
•Offenses specific to Information and Communication Technologies  
•Proposes adapting certain information and communication  
    technologies offenses  
 



Lessons learnt from Counsel of Europe Convention on 

Cybercrime and the AU Convention cont.  

     AU Convention 

• Attempt to develop an “African” all-round Cyber security , E-
commerce and Cyber Cybercrime framework for “African” 
states  

• No real added value to Cybercrime legislation in Africa but 
Ideal of African Convention is a steps in the right direction for 
the African Continent 

• Council of Europe’s Convention on Cyber crime (November 
2001) is often if not sole source of Cybercrime soft law for 
most African states  

 



BURUNDI 
  
•On 29 April 2009, Burundi adopted a new account the new criminal phenomenon of 
cybercrime. Previously, the Criminal Code of 1981 did not punish intrusive behaviors in 
computer systems and data such as cases of forgery and use of forged material through 
computer including the modification or destruction of stored data, treated or 
transmitted by a computer system, and the unauthorised access to a computer system 
(hacking). 
 
•Burundi‘s criminal law was amended in 2010 by this Bill in areas such as cybercrime 
(computer-related crimes). Cybercrime includes common law offenses to which IT 
(information technology) is a simple tool. Criminal Code does not provide for offences 
that may be committed using the internet such as theft, fraud, slander, blackmail and 
harassment, racial aversion, sabotage, and the dissemination of child pornography, the 
general principles of criminal law are applied. Now the Burundian Penal Code states :  
 
“Whoever commits forgery, introducing a computer system, modifying or deleting data that is stored, treated 

or transmitted by a computer system, or changing by any technological means possible use of data in a 
computer system and thereby alters the legal implications of such data, shall be punished by imprisonment of 
five to twenty years and a fine of fifty thousand to one hundred thousand francs. Whoever makes use of data 
obtained, knowing that it is false shall be punished as if he were the author of the falsity ” 

 



KENYA  
 
•The Kenya Information and Communications Act hosts the electronics communication law 
and cyber crimelaw. The Act complies with the regional AU Draft Convention on Cybercrime. 
The provisions under the part of the Act on electronic transactions include—  
 
•Unauthorized access to computer data and access with intent to commit offences;  
•Unauthorized access to and interception of computer service;  
•Unauthorized modification of computer material;  
•Damaging or denying access to computer system;  
•Unauthorized disclosure of password;  
•Unlawful possession of devices and data;  
•Electronic fraud;  
•Tampering with computer source documents;  
•Publishing of obscene information in electronic form;  
•Publication for fraudulent purposes; and  
•Unauthorized access to protected systems.  
 
Significantly, the Evidence Act also introduced amendments which allow for admissibility of 
electronic evidence and the conditions for storing, preservation and presentation of 
electronic evidence.  



RWANDA  
•Cyber law  ( in particular provision on cyber crime ) have been included in Rwanda‘s 
Organic law. Under the Penal Code, section 5 refers to computer related crimes.  
 
•The penalties include the payment of fines of between 5 to 7 million Rwandese Francs. 
Recidivists are also punished with the same penalties. Tere are no specific legislations to 
deal with cyber crimes, but these will be developed in due course.  
 
TANZANIA  
•There is no specific law on e-commerce in Tanzania as yet.  
 
•Even electronic evidence was not admissible in court until fairly recently when the High 
Court in an unprecendented move, admitted electronic evidence for the first time in the 
case of Trust Bank Tanzania Ltd V Le Marsh and Others (Commercial Case No 4 of 2000) 
This subsequently triggered the amendment of our Evidence Act (TEA) to permit 
admissibility of electronic evidence. (see Section 40A of Tanzania Evidence Act Chapter 6 
of Tanzanian Laws. ) 
 
•However, there is a draft bill on cybercrime control which is being discussed by a variety 
of stakeholders. The legislation is expected to be comprehensive and effective. The draft 
bill will be discussed later in this presentation in detail. 
 



UGANDA  
 

•The Computer Misuse Act , 2011is the principal legislation covering cyber crime. It provides for 

the safety and security of electronic transactions and information systems, the prevention of 

unlawful access, abuse or misuse of information systems including computers and for securing the 

conduct of electronic transactions in a trustworthy environment.  
 

•The act creates offences with respect to the unauthorised use, access, abuse of computers or 

data. It also has provisions on electronic fraud, child pornography, cyber harassment, cyber-

stalking. The Uganda Communications Commission (UCC) has set up its own CERT to compliment 

the national team and this was set up on the 6th of June 2013. 

  

•The CERT prowls the Internet to monitor and report hi-tech crime including cyber terrorism, 

computer intrusion,online sexual exploitation and cyber fraud. The team also coordinates all other 

multi sectoral agencies in this fight against cyber crime; liaises with other law enforcement agencies 

in the prosecution of cyber related crimes and collaborates with other regional and international 

agencies with similar remits.  
 

•There is a general lack of capacity among the police and other law enforcement agencies to 

detect, investigate and assist in prosecution under the Computer Misuse Act 2011. This has been a 

challenge in the prosecution of some high profile cases in the country like Uganda Vs Kato Kajubi 

and Uganda Vs Dr. Aggrey Kiyingi cases that relied on electornic evidence. In Kato Kajubi following 

a retrial, the accused was convicted. Following the terrorist attack on Kampala on 11th July 2010, 

the police with the help of the FBI were able to uncover emails linking the bombings to the 

suspects.  

 



NORTH SUDAN  
 
•North Sudan adopted the Cyber Crime Law of 2007 and in addition thereto promulgated the  
Informatics Crimes Law 2007 as well as CERT Sudan. 
 
• North Sudan then had identified the following challenges against the fight against cyber crime : 
 
1- The development of communication speed which helps to speedup the electronic crime.  
2. Local internet providers do not have log files for internet utilize for their customers. 
3. Using unlicensed programs.  
4. Lack of sufficient awareness about the electronic crimes.  
5. The spread of Internet cafes , without making laws for  
their work. 
 



Part Three: South African response to e-commerce 
and cybercrime –The Electronic Communications 

and Transactions Act,  Act 25 0f 2002  
 
 

 
Common law position:  Prior to the ECT Act 
 
Introduction 
 

Prior to ECT, the common and statutory law at that time could be extended as widely as 
possible  

 
One can easily apply the common law crimes of defamation, indecency (Online child 

pornography, decimation of child porn), crimen iniuria (also known as Cyber-smearing) 
fraud (Cyber fraud) (see the case of S v Van den Berg 1991 (1) SACR 104 (T)), defeating the 

ends of justice, contempt of court (in the form of publishing any court proceedings without 
the courts permission online or by other electronic means), theft (see the cases of S v 

Harper 1981 (2) SA 638 (D) and S v Manuel 1953 (4) SA 523 (A) 526 where the court came to 
the conclusion that money which had been dematerialized could be stolen in it immaterial 

form) and forgery to the online forms of these offences.  



The applicability of the common law however has its own limitations 
and narrows significantly when dealing with online crimes involving 

assault, theft, extortion, spamming, phishing, treason, murder,  
breaking and entering into premises with the intent to steal and 

malicious damage to property.  
 
 
 

When looking at the crimes of breaking and entering with intent to 
steal as well as the crimes of malicious damage to property two 

commonly known categories of Computer crimes come to mind. On 
the one hand, hacking and cracking and on the other hand the  

production and distribution of malicious code known as 
viruses, worms and Trojan Horses.  



 

In S v Howard (unreported Case no. 41/ 258 / 02, 
Johannesburg regional magistrates court) as discussed by Van 

der Merwe, the court had no doubt whether the crime of 
malicious damage to property could apply to causing an entire 

information system to breakdown. 
 
 

The Court also mentioned further that the crime no longer 
needed to be committed to “physical property” but could also 

apply to data messages of data information.  
(D van der Merwe (2008) 70) 



 

Child Pornography 
 

Crimes such as possession and distribution of child pornography can be 
prosecuted in terms of the Films and Publications Act, Act 65 of 1996 

which provided in its definition of publication that a publication is: 
 

“(i) any message or communication, including visual presentation, 
placed on any distributed network including, but not confined to, to the 

internet. “ 
 

In terms of section 27 (1) and section 28 of the said legislation if anyone 
creates, produces , imports or is in possession of a publication or film 
which contains scenes of child pornography, he shall be guilty of an 

offence.  Gordon also notes that the act may also extend to “pseudo-
pornography” as found in animated pornography. (Barrie Gordon (2000) 

439).Section 25 and section 26 also prohibit the decimation of child 
pornography in films or publications respectively. 



 

 
 

Watney states that section 35(5) of the Constitution of South Africa finds 
application. Section 35(5) states that evidence obtained in a manner that 
violates any right in the Bill of Rights must be excluded if the admission of 

that evidence render the trial unfair or will otherwise be detrimental to the 
administration of justice. (M Watney (2008) 2).  

 
 
 
 
 
 

T 
he constitutional court confirmed in the matter of Key v Attorney-General, 
Cape Provincial Division (1996 (6) BCLR 788 (CC)) ‘(b)ut there will be times 

when fairness will require that evidence, albeit obtained unconstitutionally, 
nevertheless be admitted.’ 

Issues of proof are traditionally classified under three headings namely: 
witnesses, objects (real evidence) and documents.  

Evaluation of e-Evidence at Common Law  
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Although S v Ndiki [2007] 2 All SA 185 (Ck) dealt with the admissibility of 
computer print-outs before the ECT Act, Van Zyl J made many relevant remarks 
pertaining to the admissibility of electronic evidence. The following remark was 

made by Van Zyl J in S v Ndiki: 
 
 

‘It seems that it is often too readily assumed that, because the computer and 
the technology it represents is a relatively recent invention and subject to 

continuous development, the law of evidence is incapable or inadequate to 
allow for evidence associated with this technology to be admissible in legal 
proceedings. A preferable point of departure in my view is to rather closely 
examine the evidence in issue and to determine what kind of evidence it is 
that one is dealing with and what the requirements for its admissibility are’ 

[53]. 

http://www.google.co.za/imgres?imgurl=https://www.totalofficesupplies.co.uk/catalog/images/904844.jpg&imgrefurl=https://www.totalofficesupplies.co.uk/catalog/compucessory-m-174.html&h=300&w=243&sz=14&tbnid=Vh2ehz7O7dgajM::&tbnh=116&tbnw=94&prev=/images?q=pictures+of+computer+printout&hl=en&usg=__MuUFky49e9W2Ml53VkvI2tEZfcY=&ei=RuQHSor3I8LC-AaykciIAw&sa=X&oi=image_result&resnum=1&ct=image


 

 
 

 Interception and Monitoring Prohibition Act 
 

The Interception and Monitoring Prohibition Act specifically governs the monitoring of 
transmissions including e-mail. 

 
Section 2 states that: no person shall – 

 
“intentionally intercept or attempt to intercept or authorize, or procure any other 

person to intercept or to attempt to intercept, at any place in the Republic, any 
communication in the course of its occurrence or transmission “ 

 
This means in simple terms that conduct that: 

 
(a) Intentionally and without the knowledge or permission of the dispatcher to intercept 

a communication which has been or is being or is intended to be transmitted by 
telephone or in any other manner over a telecommunications line; or 

(b) Intentionally monitor any conversations or communications by means of a 
monitoring device so as to gather confidential information concerning any person, body 

or organization, 



  
In Narlis v South African Bank of Athens 1976 (2) SA 573 (A), the Court held 
that a computer printout was inadmissible in terms of the Civil Procedure and 
Evidence Act 25 of 1965. It was also held that a computer is not a person. It 
was clear that the law regarding value of electronic data in legal proceedings 
required urgent redress.  
 
This resulted in the premature birth of the Computer Evidence Act 57 of 1983. 
Section 142 of the said act made provision for an authentication affidavit in 
order to authenticate to authenticate a computer printout. The Computer 
Evidence Act seemed to make more provision for civil matters than criminal 
ones. It created substantial doubts and failed the mark for complimenting 
existing statues and expansion of common principles. (M Kufa (2008) 18 -19)  

 
Part Three: South African response to e-commerce and 
cybercrime –The Electronic Communications and Transactions 
Act,  Act 25 0f 2002  

http://www.cartoonstock.com/newscartoons/cartoonists/mfl/lowres/mfln545l.jpg


          Part Three: South African response to e-commerce – 
                   The Electronic Communications and Transactions Act,           

Act 25 0f 2002 cont 

• After many years of legal uncertainty, Parliament enacted the 
Electronic Communications and Transactions Act, Act 25 of 2002 
(ECT) which comprehensively deals with E-commerce as aspects 
and Cyber-crimes 
 

• One must however, note section 3 of the ECT (its interpretation 
clause) which does not exclude any statutory or common law from 
being applied to, recognizing or accommodating electronic 
transactions – in other words the common law or other statues in 
place wherever applicable is still in force and binding which has the 
result that wherever the ECT has not made specific provisions such 
law will be applicable. 



Cyber Crime  

• Section 85 defines ‘unlawful access’ as the actions of a person who, after 
taking note of any data, becomes aware of the fact that he or she is not 
authorized to access that data and still continues to access that data (S L. 
Geredal (2006) 282).  

 

 

 

• Section 86(1) provides that, subject to the Interception and Monitoring 
Prohibition Act, 1992 (Act 127 of 1992), a person who intentionally 
accesses or intercepts any data without authority or permission to do so, 
is guilty of an offence.  
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Section 86(2) states that anyone who intentionally and 
without authority to do so interferes with data in a way which 
causes such data to be modified , destroyed or  
otherwise rendered ineffective is guilt of an offence.  
 
Section 86 (4) and 86(3) introduces a new form of crime 
known as the anti-cracking (or anti-thwarting) and hacking 
law. In terms of Section 86 (3) the provision and, or selling 
and, or designing and, or producing of anti-security 
circumventing (technology will be a punishable offence. (GJ 
Ebersoehn (2003) 16)  
 
In terms of section 86(4) it is requirement to be guilt of this 
offence if the offender uses and designs a programme to 
overcome copyright protection, with direct intent to 
overcome a specific protection data protection programme 
(GJ Ebersoehn (2003) 17).  
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Denial of service (DOS) attacks also popularly known as Disk Operating System 
attacks, are attacks that cause a computer system to be inaccessible to 

legitimate users.  
 

Section 86(5) states that,  “any person who commits any act described in 
Section 86 with the intent to interfere with access to an information system 

so as to constitute a denial , including a partial denial of services to legitimate 
users is guilt of an offence ”.  

 
 
 
 
 

The act or conduct is fashioned in such a manner that it is widely defined and 
consist of any of the action criminalized in Sections 86(1) – Section 86 (4). The 
actions include unauthorized access, unauthorized modification or utilizing of 

a program or device to overcome security measures. (M Kufa (2008) 20)  
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Similarly one can deduce that e-mail bombing and spamming is now also a 
criminal offence as contained in the wide definition of s86 (5) and s45 of the 
ECT respectively.  
 
Section 87 of the ECT also has introduced the Cyber crimes of E-Extortion as 
per section 87(1), E-Fraud as section 87(2) and E-Forgery as section 87(2).  
Section 87(1) provides an alternative to the common law crime of extortion. 
Kufa states that pressure is therefore exerted by threatening to perform any 
of the acts criminalized in section 86.  
 
 
 
 
 
 
Kufa also criticizes this section as “wet behind the ears“as its common law 
equivalent applies to both forms of advantage of a propriety and non-
propriety form. He suggests that this proviso is wanting and will require 
redress. (M Kufa (2008) 21)   
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Legal Aspects impacting on Law enforcement of Cyber crimes  

(Procedural aspects of Cyber crimes) 

  
Admissibility and Evidential Weight of data Messages (ECT Act S 15) 

 

• After much legal uncertainly as to the admissibility of a printout in Court in terms 
of the Old Computer Evidence Act, Section 15 of the ECT, now states that the rules 
of evidence must not be used to deny admissibility of data messages on grounds 
that it’s not in original form. A data message made in the ordinary course of 
business, or a printout correctly certified to be correct is admissible evidence. It 
constitutes rebuttable proof of its contents when it is produced in the form of a 
print-out.[1] 
  

• The Act now states that Data messages shall be admissible giving due regard to 
reliability of manner of storage, generation and communication, reliability of 
admission manner of maintenance of message, manner in which originator is 
identified, and any other relevant factor.  In other words the Act creates a 
rebuttable presumption of that data messages and or printouts thereof are 
admissible in evidence.[2] 
  

[1] Also see the case of S B Jafta v Ezemvelo KZN Wildlife ( Case D204/07 ) where a e-mail used to accept an 
       employment contract was regarded as conclusive proof  that the said employment had been accepted. 
 
[2] also see the controversial case of S v Motata where electronic information ( data in the form of images and sound)  
        from cell phone was admitted into evidence in a trial within a trial ( the case has yet to be concluded ) 
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